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The Legal Beagle

Law Office of Attorney James P. Hentz

Consumer’s Rights in Online Shopping

KNOW YOUR RIGHTS IF
YOU PLAN TO SHOP
ONLINE

E-Commerce enables con-
sumers to shop at thou-
sands of online stores and
pay for their purchases
without ever leaving the
comfort of home. Unfortu-
nately, things can go
wrong.

This article is dedicated to
those of you, like my wife,
who love to shop online.

Shopping Guidelines

I will cover quick secu-
rity checks that you should
think about before making

your purchase.

Shop at Secure
Web Sites

You can tell
when you are deal- A
ing with a secure I
web site by:

e Looking at the
top of your
screen where
the website
address is displaced.
You should see the
“https://”. The “s” that
is displayed after the
“http” indicates that
web site is secure. Of-
ten, you do not see the
“s” until you actually
move to the order page

Shopping online? Know your rights.

on the web site.

e Looking for the secure
padlock displayed at
the bottom of your
screen, ofr,

e Looking for an unbro-
ken key.

Online Tips to a Safe Shopping

Experience

Research the Web Site

Before you order! Do
business with companies
you already know. If the
company is unfamiliar, do
your homework before
buying their products.

Privacy & Security Poli-
cies— Every reputable e-
commerce website offers
information about how it
processes your order. Itis
usually listed in the section
entitled Privacy Policy.

Credit, Debit or Cash or
Check? The safest way to
shop on the internet is with
a credit card. In the event
something goes wrong, you
are protected under the
Federal Fair Credit Bill Act.
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Security on the Internet

Never Give Out Your Social Secu-
rity Number. Providing your Social
Security number is not a requirement
for placing an order at an e-commerce
web site.

Disclose Only the Bare Facts When
You Order. When placing an order,
there is certain information that you
must provide to the web merchant
such as your name & address. Often,
a merchant will try to obtain more
information about you. This informa-

Shopping Made Safe

Always Print Copies of Your Orders

After placing an order online, you
should receive a confirmation page
that reviews your entire order.

It should include the costs of the
order, you customer information,
product information and the confirma-
tion number.

Shipping Facts

Under the law,
a company must
ship your order
within the time
stated inits ad. If
no time frame is
stated, the mer-
chant must ship
the product in 30
days or give you

.
e

NS

tion is used to target you
for marketing purposes.

Keep Your Passwords
Private. Most reputable
e-commerce websites
require the shopper to
log-in before placing or
viewing an order. The
shopper is usually re-
quired to provide a user-
name and password.
Never reveal you pass-

Shop with Companies Located in the
United States

When you shop within the U.S., you
are protected by state and federal con-
sumer laws. You might not get the
same protection if you place an order
with a company located in another
country.

an “Option No-
tice.” This gives
you an opportunity
to cancel the order
and receive a °
prompt refund, or
agree to the delay.

Online

Get started
today >

Pay Attention to Shipping Facts

We | i
oo by

Privacy & Security on the
Internet

Page 2

word to anyone.

Check the Website Ad-

Iﬁ dress. Above the web

o F—-—- site at the top of your
‘i’@\ screen is a rectangular

f o2 . .

% ¢ms window that contains the

i By checking the address,

¥] you can make sure that
~ you are dealing with the
correct company.

“I recommend you print out at
least one copy of the web page(s)
describing the item you ordered as
well as the page showing company
name, postal address, phone
number, and legal terms, including
return policy. Keep it for your
records for the period covered by
the return/warranty policy”

Key Shipping Questions

What about restrictions for deliv-
ery (e.g. Geographic)?

Avre there choices for shipping?
Who pays the Shipping Costs?
What about Shipping insurance?

What are the shipping & handling
fees?
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Merchant’s Cancellation, Return and Complaint Handling Policies

Even under the best of circum-
stances, shoppers sometimes need to
return merchandise. Check the web
site for cancellation and return poli-
cies.

Look out for:
e Who pays for shipping?

e Isthere a restocking charge if you
need to cancel or return the order?

e Do you get a store credit, or will
the company fully refund your

Identity Theft

As e-commerce becomes more
common, there will be more cases of
identity theft committed over the
internet. Imposters are likely to ob-
tain their victims’ identifying infor-
mation using low-tech means like
dumpster diving, mail theft, or work-
places access to SSNs. But, they are
increasingly using the web to apply
for new credit cards and to purchase

charges to your credit
card? If the merchant only
offers store credits, find
out the time restriction for
using this credit. Don’t
expect less customer ser-
vice just because a com-
pany operates over the ‘
internet. This is especially &
important if you are buy-
ing something that may

olicies
need to be cleaned or ser- P

goods and services in their victims’
names.

The same advice for avoiding low-
tech identity theft applies to shopping
on the Internet. Many I’ve mentioned
in the above tips. Most Important: Be
aware of who you are buying from,
and use true credit cards for purchases,
not debit cards. Finally, order your
credit reports at least once a year and
check for possible fraudulent activity.

Electronic Signatures

A recent federal law
enables shoppers to verify
online purchases with
merchants using an
“electronic signature.”
Usually, this process is
nothing more than click-
ing on a box that says you
accept the terms of the
order.

Be Cautious

The Electronic Signatures in
Global and National Commerce
Act, also known as the E-Sign
Act, is a complex law. It states
that electronic signatures and
__ electronic records used in inter-
\ state and foreign commerce

will not be denied validity just
because they are in electronic

form. Further, the law states

il

¥
A

Learn the Merchant’s

viced on occasion.

More questions for Mer-
chant:

Telephone number?

How long in business?
Will they be around?
Local solution?

e Warranty/guarantees?

e Limits/ Warranty
rights?

“I recommend that you check your
credit card bills carefully for
several months after purchasing on
the internet. Look for purchases
you did not make. If you find some,
immediately contact the credit card
company and file a dispute claim

that online purchases do not need to
be accompanied by the more tradi-
tional handwriting signature on a pa-
per document. Consumer advocates
opposed the law because it lacks im-
portant safeguards against fraud.

The faults of the E-Sign Act re-
quires you, the customer, to shop cau-
tiously on the internet.
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It is my firm's mission to provide high quality legal ser-
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In Conclusion

Make Your List, and Check it use all the internet has to offer, be
Twice “cyber” smart in order to make the

The internet is an
exciting tool that
puts vast informa-
tion at your finger-
tips. With a click of |
a mouse, it lets you
buy an airline ticket,
book a hotel, send
flowers to a friend,
or purchase your
favorite stock.

Good deals, con- " wy/
venience, and choice L

-~ ir-_,' 2

%\ Security on the .
Shopping online
¥ offers lots of bene-

| store or by mail.

‘B, The internet is al-

L* ways open, seven J
" days a week, 24 R

merous online. Shopping on the
internet is no less safe than shopping
in a store or by mail.

I suggest...

Use a secure browser

Shop with companies you know
Pay by credit or charge card

Keep a record

Pay your bills online

Keep personal information private
Look for an online privacy policy
Make choices! Opt to not have

hours a day, and your information available for

abound on the inter- Enjoy your online . _
bargains can be nu- marketers or other companies

net. But, before you shopping experience!




